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Kenya Electricity Generating Company Limited

Tender for Supply, Installation & Commissioning of SCADA Wide Area Network & Backup Control Centre Hardware for KenGen Hydroelectric Power Plants

APPENDIX III: DRAWINGS

SPECIFICATION DRAWINGS

INSTRUCTIONS

a. These drawings are intended to illustrate the basic requirements to be satisfied. They do not cover all the requirements

b. It is the responsibility of the contractor to prepare a detailed layout/schematic for the new system, any errors or losses arising from
use of these drawings for equipment manufacture, installation or commissioning shall be borne by the contractor.

c. These drawings shall not be used for any other purpose other than understanding the employer's requirements

d. Bidder shall prepare their own single line, layout and block diagrams as per requirements in clause 1.5 of employer's requirements.
These drawings shall only be used for reference

e. In case of conflict between these drawings and the employer requirements, employer requirements shall prevail

f. In case of conflict between these drawings and the existing equipment's drawings, the existing equipment drawings shall prevail
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SOLAR HYBRID INVERTER CHARGER B

DP  DC
MCB

DP
MCB

110VDC-

240VAC/
48VDC, 960W
PSU

DP RCB DP RCB

NETWORK
CABINET

OTHER

48V DC

48V DC

DP  DC
MCB

DP
MCB

DP
MCB

BUILDING
UPS AC
SUPPLY

BAT

200AH, 12V

BAT

200AH, 12V

BAT

200AH, 12V

BAT

200AH, 12V

FUSE

BAT

200AH, 12V

BAT

200AH, 12V

BAT

200AH, 12V

DESIGN LOAD

NOMINAL: 1KVA/1KW ,8HRS AUTONOMY

MAX : 7KVA/6KW,1.5HRS AUTONOMY

OTHER

DC MCB

INVERTER GATEWAY

MODBUS TCP & SNMP
power&Battery level data
Status & alarms100M

G
IT

A
R

U
&

K
A

M
B

U
R

U
  
O

D
F

G
IT

A
R

U
K

A
M

B
U

R
U

RADIO B/GIT

G
IT

A
R

U
 &

M
A

T
E

N
D

E
N

I 
O

D
F

RADIO A/GIT

OTHER/MAT

OTHER/MAT

M
A

T
E

N
D

E
N

I 
&

 G
IT

A
R

U
  

O
D

F

KAMBURU POWER PLANT

NEW48 PORT ODF

GITARU CO

NEW ODF

48 CORE

48 CORE

48 CORE

48 CORE

48 CORE

8 PORT

GITARU CO RADIO  A / PE ROUTER A
GITARU CO RADIO  B / PE ROUTER B
MATENDENI  BB SWITCH / PE ROUTER A
MATENDENI BB SWITCH  / PE ROUTER B
HYDROPLAZA AC SW A  / PE ROUTER A
HYDROPLAZA AC SW B  / PE ROUTER B

KAMBURU  B1Gbps,4KmHYDRO PLAZA  B,1Gbps,4Km

KAMBURU BB SWITCH / PE ROUTER A
KAMBURU DMZ LAN A  / DMZ LAN A
KAMBURU DMZ LAN B  / DMZ LAN B

UNDERGROUND FIBRE
48 CORE

MATENDENI  BB SWITCH / PE ROUTER A
HYDROPLAZA AC SW A  / PE ROUTER A
HYDROPLAZA ISP PE  / PE ROUTER B

GITARU PE ROUTER A / BB SWITCH
GITARU DMZ LAN A  / DMZ LAN A
GITARU DMZ LAN B  / DMZ LAN B

AC SW A  / GITARU PE ROUTER A
AC SW B  / GITARU PE ROUTER B
KAMBURU ODF / MATENDENI BB SWITCH

AC SW A  / KAMBURU PE ROUTER A
 ISP PE  / KAMBURU PE ROUTER B

CE100M
1G

1G 1G 1G 1G

24 cores between
Kamburu and
Gitaru to be
spliced through

DATA DATA

40 cores to be spliced through

UNDERGROUND FIBRE
48 CORE

POWER
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Untitled MapWrite a description for your map. Legend220KV Toff to Hydro Plaza7 Folks Primary SchoolFeature 1Gitaru GCO Matendeni Kamburu Fiber LinkGitaru Hydroelectrical Power PlantMatendeni

N
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KEY
PROPOSED
UNDERGROUND
FIBRE ROUTE

Road crossings

near Gitaru

Road crossing

near Kamburu

Bridge

Kamburu

Control Room

Matendeni Radio
tower S 0.8147379,
E 037.7071409

Gitaru CO Radio
tower S 00.79651,
E 037.74619

Gitaru Dam

Kamburu
Dam

Water way

Rocky areaswater way

Rocky area

Rocky area

Rocky area

Rocky area

Air Strip

Road to Kiambere

To

Embu

Road to Thika-Garissa
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ETHERNET TWISTED PAIR(FE/GE/10G,CAT6A)

ANALOGUE 2 WIRE

COAXIAL CABLE

KEY

PTP ETHERNET RADIO 200Mbps

FIBRE ETHERNET CONNECTION (FE/GE/10G, SMF/MMF)

VIRTUAL CONNECTION

POE SWITCH

BACKBONE
ETHERNET

SWITCH/ROUTER

KAMBURU LINE GITARU  LINE

CORDED IP PHONES (2) all panel mounted

MATENDENI RADIO TOWER

PTP IP RADIO 450MBPS

Full duplex 200Mbps

ISM band (5.8Ghz)

TO TANA

HIGH GAIN
PARABOLIC
ANTENNA >1.2M

D
A

T
A

O
o

B
 M

G
M

T

SOLAR HYBRID INVERTER CHARGER A

PV IN
48V DC

240VAC IN

7KVA

BAT

200AH, 12V
NETWORK
CABINET

DC MCB

POWER SUPPLIES

240VAC OUT

FUSE

48V DC

7KVA

PARALLELING LINK

SOLAR HYBRID INVERTER CHARGER B

DP  DC
MCB

DP
MCB

110VDC-

240VAC/
48VDC, 960W
PSU

DP RCB DP RCB

OTHER

48V DC

48V DC

DP  DC
MCB

DP
MCB

DP
MCB

GRID
SUPPLY

BAT

200AH, 12V

BAT

200AH, 12V

BAT

200AH, 12V

BAT

200AH, 12V

FUSE

BAT

200AH, 12V

BAT

200AH, 12V

BAT

200AH, 12V

DESIGN LOAD

NOMINAL: 1KVA/1KW ,8HRS AUTONOMY

MAX : 7KVA/6KW,1.5HRS AUTONOMY

OTHER

DC MCB

INVERTER GATEWAY

MODBUS TCP & SNMP
power&Battery level data
Status & alarms

100M

1G

PTP IP RADIO 450MBPS

Full duplex 200Mbps

ISM band (5.8Ghz)

TO GITARU

HIGH GAIN
PARABOLIC
ANTENNA >1.2M

KIANJIRU RADIO TOWER
Location: S 00.68126, E 037.61340, Max Tower height 60m

DATA

DATA

OB MGMT

1
G

-S
X

 S
F

P

5
0
-7

0
M

  
tw

o
 c

o
re

 b
en

d
 i

n
se

n
si

ti
v
e 

M
M

F
 O

M
3
/O

M
4

PTP IP RADIO 450MBPS

Full duplex 200Mbps

ISM band (5.8Ghz)

TO KAMBURU

HIGH GAIN
PARABOLIC
ANTENNA >1.2M

DATA

DATA

OB MGMT

1
G

-S
X

 S
F

P

5
0
-7

0
M

  
tw

o
 c

o
re

 b
en

d
 i

n
se

n
si

ti
v
e 

M
M

F
 O

M
3
/O

M
4

PTP IP RADIO 450MBPS

Full duplex 200Mbps

ISM band (5.8Ghz)

TO KIAMBERE

HIGH GAIN
PARABOLIC
ANTENNA >1.2M

D
A

T
A

O
o

B
 M

G
M

T

1G 1G

1G1G

1G
1G1G

1G1G

SOLAR PANELS 16X0.32KW  5KW

FUSE

FUSE

3VLAN's  QinQ

PV IN

Ground

mounting
structure

Ground

mounting
structure

Ground

mounting
structure

Ground

mounting
structure

D
A

T
A

D
A

T
A

1
G

-S
X

 S
F

P

1
G

-S
X

 S
F

P

Building management

controller

Hardwired
interface to fire
system,air
conditioning,UPS
etc

NETWORK
CABINET

POWER
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SCADA  LOCAL SERVER B

SCADA  LOCAL SERVER A LCC OPERATOR WORKSTATION

U2AS-A U2AS-B U3AS-A U3AS-BU1AS-A U1AS-B OTHER AS OTHER AS

C0AS-A C0AS-B

HYBRID PBX

POWER HOUSE

OTHER GATEWAYS &
AUTOMATION SERVERS

EXISTING GITARU
CORPORATE
ROUTER

EXISTING
CORPORATE LAN

SCADA  L2 LAN A SCADA  L2 LAN B

SCADA  L1 LAN A

SCADA  L1 LAN B

SCADA  L1 LAN A

SCADA  L1 LAN B

NOT IN SCOPE -
UNDER GITARU REHAB SCOPE

 AGGREGATION
PE/P ROUTERS

FOC FOC

PRODUCTION
HOST SERVER 2C

PRODUCTION
HOST SERVER 2D

NETWORK ATTACHED STORAGE C

NETWORK ATTACHED STORAGE D

LEVEL 3
SECURITY

APPLIANCE B
WITH LAN

KPLC  MUX

NOT IN SCOPE

KPLC/KETRACO
NETWORK

ETHERNET PRIVATE
LAN (ABB FOX515/615)

KAMBURU
220KV SS
OPGW

KPLC ODF
KAMBURU 220
SS

M
A

T
E

N
D

E
N

I 
&

G
IA

R
U

 C
O

 O
D

F

MATENDENI  A,1Gbps,7Km

HYDRO PLAZA B,1Gbps,10Km

KAMBURU,10Gbps,12Km

TO STIMA
PLAZA AND
ALMOST ALL
OTHER
KENGEN
POWER
PLANTS

POE SWITCH

GITARU PS CORPORATE NETWORK

ETHERNET TWISTED PAIR(FE/GE/10G,CAT6A)

ANALOGUE 2 WIRE

COAXIAL CABLE

KEY PTP ETHERNET RADIO 200Mbps

FIBRE ETHERNET CONNECTION (FE/GE/10G, SMF/MMF)

VIRTUAL CONNECTION

NOT IN SCOPE

KAMBURU DMZ LAN B,10Gbps, 12km

LAN

POTS
ANALOG

2WIRE

ANALOGUE
PHONES

ANALOGUE
PHONES

16 FXS
PORTS

WAN

GSM

POE SWITCH

CORDED IP

PHONES (1)

DECT BASE

STATIONS (2)

CORDED IP

PHONES (4)

DECT BASE

STATIONS (4)

NOT IN SCOPE - UNDER SCADA UPGRADE SCOPE

FOX 515
200Mbps

KAMBURU,1Gbps, 12km

MATENDENI  B,1Gbps,7Km

HYDRO PLAZA A,1Gbps,10Km

DATA

DATA

OOB MGMT

DATA

DATA
OOB MGMT

DATA

DATA

1G-LX SFP
1G-EX SFP
1G-LX SFP

1G

1G-LX SFP

10G-ER SFP

10G-ER SFP

1G-LX SFP

NOT IN SCOPE

MULTI CELL
DECT
MANAGER

1G-EX SFP

CE-L2VPN

CSC

TERMINAL
BLOCK

1G-BASE-T

1G-BASE-T

1G-BASE-T

1G-BASE-T

1G-BASE-T

SPD

1G-LX SFP

L2VPN-Kamburu,Gitaru
&Hydro plaza Operations VLAN

1
0
G

B
A

S
E

-T
 S

F
P

+

OOB MGMT

OOB MGMT
OOB MGMT

CE-L2VPN
1G-BASE-T

1G-BASE-T
1G-BASE-T

1G-BASE-T

1G-BASE-T

LEVEL 2
SECURITY

APPLIANCE A
CHECKPOINT

1200R

LEVEL 2
SECURITY

APPLIANCE B
CHECKPOINT

1200R

LEVEL 1
SECURITY

APPLIANCE A
CHECKPOINT

1200R

LEVEL 1
SECURITY

APPLIANCE B
CHECKPOINT

1200R

PRODUCTION HOST SERVER 1A

KVM SWITCH

19" LCD

SCREEN

PRODUCTION HOST SERVER1B

LEVEL 3
SECURITY A
APPLIANCE
AWITH LAN

DMZ

DMZ

ISP PE ROUTER

KENGEN DATACENTER (DR) CORPORATE NETWORK HOST SERVERS

NOT IN SCOPE

TO
STIMA
PLAZA

ISP NETWORK

MPLS VPN

INTERNET

4
0
M

b
p
s

GITARU CO RADIO  B,1Gbps,1Km

GITARU CO RADIO  A,1Gbps,1Km

1G-LX SFP

10G-ER SFP

1G-LX SFP

1G-SX SFP
1G-LX SFP

1G-EX SFP

PTP IP RADIO 450MBPS

Full duplex 200Mbps

ISM band (5.8Ghz)

TO
 K

IA
N

JIRU

HIGH GAIN
PARABOLIC
ANTENNA >1.2M

GITARU CENTRAL OFFICE RADIO TOWER

Location: S 00.79651, E 037.74619, Max Tower height 20m

DATA

DATA

OB MGMT

1G

1G-LX SFP

1
G

-L
X

 S
F

P

CORDED IP

PHONE (1)

TO MATENDENI
UNDERGROUND FIBRE

1G-BASE-T
1G-BASE-T
1G-BASE-T

SECURITY
APPLIANCE

SCADA ODF

DR  ODF

1G-BASE-T

KAMBURU DMZ LAN A,10Gbps, 12km

Call Manager and  remote
network management
interface

1G-BASE-T

C
o
rp

o
ra

te
 n

et
w

o
rk

C
o
rp

o
ra

te
 n

et
w

o
rk

With 48V DC
power adapter

G
IT

A
R

U
 &

M
A

T
E

N
D

E
N

I 
O

D
F

VLAN

2VLAN'S

1G

3 panel mounted
1 desk phone

all desk phones

SOLAR HYBRID INVERTER CHARGER

PV IN
48V DC 240VAC IN

7KVA

BAT

200AH
48V

110VDC- 240VAC/
48VDC, 960W PSU

DP MCB

DP  DC
MCB

RADIO PS ETHERNET
SW &
OTHERS

AC LOADS

DC MCB DC MCB MCB

Future

POWER SUPPLIES

DP MCB

2
4
0
V

A
C

O
U

T

FUSE

20-30m  two core bend insensitive ITU-T G657 SMF

OMNI DIRECTIONAL
OUTDOOR GSM ANTENNA

20m coaxial cable

INVERTER GATEWAY

100M

CORE SWITCH ACORE SWITCH B

DESIGN LOAD
· NOMINAL:

500VA/0.5KW ,8HRS
AUTONOMY

· MAX :

3KVA/3KW,2HRS
AUTONOMY

MANAGEMENT SERVER

MANAGEMENT SERVER

1
0
G

B
A

S
E

-T
 S

F
P

+

1G-LX SFP

1G-BASE-T
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SCADA  LOCAL SERVER B

SCADA  LOCAL SERVER A LCC OPERATOR WORKSTATION

U2AS-A U2AS-B U3AS-A U3AS-BU1AS-A U1AS-B OTHER AS OTHER AS

C0AS-A C0AS-B

HYBRID PBX

POWER HOUSE

OTHER GATEWAYS &
AUTOMATION SERVERS

EXISTING
CORPORATE
ROUTER

EXISTING
CORPORATE LAN

SCADA  L2 LAN A SCADA  L2 LAN B

SCADA  L1 LAN A

SCADA  L1 LAN B

SCADA  L1 LAN A

SCADA  L1 LAN B

 AGGREGATION
PE/P ROUTER

FOC FOC

KPLC/KETRACO  MUX

NOT IN SCOPE

KPLC/KETRACO
NETWORK

ETHERNET PRIVATE
LAN (ABB FOX515/615)

TO KAMBURU
SS OPGW

KETRACO ODF
KAMBURU  SS

KAMBURU,1Gbps,18Km

TO STIMA
PLAZA AND
ALMOST ALL
OTHER
KENGEN
POWER
PLANTS

POE SWITCH

CORPORATE NETWORK

ETHERNET TWISTED PAIR(FE/GE/10G,CAT6A)

ANALOGUE 2 WIRE

COAXIAL CABLE

KEY

PTP ETHERNET RADIO 200Mbps

FIBRE ETHERNET CONNECTION (FE/GE/10G, SMF/MMF)

VIRTUAL CONNECTION

NOT IN SCOPE

LAN

POTS
ANALOG

2WIRE

ANALOGUE
PHONES

ANALOGUE
PHONES

16 FXS
PORTS

WAN

GSM

OMNI DIRECTIONAL
OUTDOOR GSM ANTENNA

POE SWITCH

CORDED IP

PHONES (1)

DECT BASE

STATIONS (2)

CORDED IP

PHONES (3)

DECT BASE

STATIONS (4)

NOT IN SCOPE - UNDER SCADA UPGRADE SCOPE FOX 515

100Mbps

DATA

DATA

1G

1G-LX SFP

1G-LX SFP

NOT IN SCOPE

MULTI CELL
DECT
MANAGER

TERMINAL
BLOCK

1G-BASE-T
1G-BASE-T

1G-BASE-T

1G-BASE-T

SPD

OOB MGMT

OOB MGMT OOB MGMT

1G-BASE-T

1G-BASE-T
1G-BASE-T

LEVEL 2
SECURITY

APPLIANCE A
CHECKPOINT

1200R

LEVEL 2
SECURITY

APPLIANCE B
CHECKPOINT

1200R

LEVEL 1
SECURITY

APPLIANCE A
CHECKPOINT

1200R

LEVEL 1
SECURITY

APPLIANCE B
CHECKPOINT

1200R

1G-LX SFP

1G-EX SFP

PTP IP RADIO 450MBPS

Full duplex 200Mbps

ISM band (5.8Ghz)

HIGH GAIN
PARABOLIC
ANTENNA >1.2M

KINDARUMA RADIO TOWER

Location: S 00.80923, E 037.81178, Max Tower height 60m

DATA

OB MGMT

1G

1G-LX SFP

K
IN

D
A

R
U

M
A

 O
D

F

2VLAN'S

1G

All panel mounted

desk phone

TO MATENDENI

15m coaxial cable

R
A

D
IO

 O
D

F

1
G

-S
X

 S
F

P

1G-BASE-T
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SCADA  LOCAL SERVER B

SCADA  LOCAL SERVER A LCC OPERATOR WORKSTATION

U2AS-A U2AS-BU1AS-A U1AS-B OTHER AS OTHER AS

C0AS-A C0AS-B

HYBRID PBX

POWER HOUSE

OTHER GATEWAYS &
AUTOMATION SERVERS

EXISTING
CORPORATE
ROUTER

EXISTING
CORPORATE LAN

SCADA  L2 LAN A SCADA  L2 LAN B

SCADA  L1 LAN A

SCADA  L1 LAN B

SCADA  L1 LAN A

SCADA  L1 LAN B

 AGGREGATION
PE/P ROUTER

FOC FOC

KPLC MUX

NOT IN SCOPE

KPLC/KETRACO
NETWORK

ETHERNET PRIVATE
LAN (ABB FOX515/615)

TO KAMBURU
220 SS OPGW

KPLC ODF
KAMBURU  SS

KAMBURU,1Gbps,42Km

TO STIMA
PLAZA AND
ALMOST ALL
OTHER
KENGEN
POWER
PLANTS

POE SWITCH

CORPORATE NETWORK

ETHERNET TWISTED PAIR(FE/GE/10G,CAT6A)

ANALOGUE 2 WIRE

COAXIAL CABLE

KEY

PTP ETHERNET RADIO 200Mbps

FIBRE ETHERNET CONNECTION (FE/GE/10G, SMF/MMF)

VIRTUAL CONNECTION

NOT IN SCOPE

LAN

POTS
ANALOG

2WIRE

ANALOGUE
PHONES

ANALOGUE
PHONES

16 FXS
PORTS

WAN

GSM

OMNI DIRECTIONAL
OUTDOOR GSM ANTENNA

POE SWITCH

CORDED IP

PHONES (1)

DECT BASE

STATION (2)

CORDED IP

PHONES (2)

DECT BASE

STATIONS (4)

NOT IN SCOPE - UNDER SCADA UPGRADE SCOPE FOX 515

100Mbps

DATA

DATA

1G-LX SFP

1G-LX SFP

NOT IN SCOPE

MULTI CELL
DECT
MANAGER

TERMINAL
BLOCK

1G-BASE-T
1G-BASE-T

1G-BASE-T

1G-BASE-T

SPD

OOB MGMT

OOB MGMT OOB MGMT

1G-BASE-T

1G-BASE-T
1G-BASE-T

LEVEL 2
SECURITY

APPLIANCE A
CHECKPOINT

1200R

LEVEL 2
SECURITY

APPLIANCE B
CHECKPOINT

1200R

LEVEL 1
SECURITY

APPLIANCE A
CHECKPOINT

1200R

LEVEL 1
SECURITY

APPLIANCE B
CHECKPOINT

1200R

1G-ZX SFP

2 panel mounted
1 desk phone

desk phone

15m coaxial cable

PTP IP RADIO 450Mbps

Full duplex 200Mbps

ISM band (5.8Ghz)

TO KIANJIRU

HIGH GAIN
PARABOLIC
ANTENNA >1.2M

KIAMBERE MAST

Location: S 00.59921, E 037.88840, Max height AGL 20m

DATA

OoB MGMT

1G-BASE-T

1G-BASE-T

1G
1G-LX SFP

1G-LX SFP

single mode fibre

DECT BASE

STATION (1)

SUBSTATION (OUTDOOR)

POE SWITCH

1G-SX SFP

1
G

-S
X

 S
F

P

1G-BASE-T
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SCADA  LOCAL SERVER B

SCADA  LOCAL SERVER A LCC OPERATOR WORKSTATION

U2AS-A U2AS-BU1AS-A U1AS-B OTHER AS OTHER AS

C0AS-A C0AS-B

HYBRID PBX

POWER HOUSE

OTHER GATEWAYS &
AUTOMATION SERVERS

EXISTING
CORPORATE
ROUTER

EXISTING
CORPORATE LAN

SCADA  L2 LAN A SCADA  L2 LAN B

SCADA  L1 LAN A

SCADA  L1 LAN B

SCADA  L1 LAN A

SCADA  L1 LAN B

 AGGREGATION
PE/P ROUTER

FOC FOC

KPLC MUX

NOT IN SCOPE

KPLC/KETRACO
NETWORK

ETHERNET PRIVATE

LAN (ABB FOX515/615)

TO STIMA
PLAZA AND
ALMOST ALL
OTHER
KENGEN
POWER
PLANTS

POE SWITCH

CORPORATE NETWORK

ETHERNET TWISTED PAIR(FE/GE/10G,CAT6A)

ANALOGUE 2 WIRE

COAXIAL CABLE

KEY

PTP ETHERNET RADIO 200Mbps

FIBRE ETHERNET CONNECTION (FE/GE/10G, SMF/MMF)

VIRTUAL CONNECTION

NOT IN SCOPE

LAN

POTS
ANALOG

2WIRE

ANALOGUE
PHONES

ANALOGUE
PHONES

16 FXS
PORTS

WAN

GSM

OMNI DIRECTIONAL
OUTDOOR GSM ANTENNA

POE SWITCH

CORDED IP

PHONES (1)

DECT BASE

STATION (2)

CORDED IP

PHONES (3)

DECT BASE

STATIONS (4)

NOT IN SCOPE - UNDER SCADA UPGRADE SCOPE FOX 615

100Mbps

1G-LX SFP

1G-LX SFP

NOT IN SCOPE

MULTI CELL
DECT
MANAGER

TERMINAL
BLOCK

1G-BASE-T
1G-BASE-T

1G-BASE-T

1G-BASE-T

SPD

LEVEL 2
SECURITY

APPLIANCE A
CHECKPOINT

1200R

LEVEL 2
SECURITY

APPLIANCE B
CHECKPOINT

1200R

LEVEL 1
SECURITY

APPLIANCE A
CHECKPOINT

1200R

LEVEL 1
SECURITY

APPLIANCE B
CHECKPOINT

1200R

1G-SX SFP

2 panel mounted
1 desk phone

desk phone

15m coaxial cable

1G
1G-LX SFP

1G-LX SFP

single mode fibre to dam (existing -not in scope)

DECT BASE

STATION (1)

SUBSTATION (OUTDOOR)

POE SWITCH

1G-LX SFP

DECT BASE

STATION (1)

DAM

POE SWITCH

single mode fibre
1G-LX SFP

CORDED IP

PHONES (1)
wall mount

CSC

ISP PE ROUTER

TO
STIMA
PLAZA

ISP NETWORK

MPLS VPN

50Mbps

si
n
g
le

 m
o
d
e 

fi
b

re

1G-BASE-T
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65" LCD

SCREEN

LARGE VIDEO WALL MGMT
CDC OPERATOR WORKSTATIONS X3 CDC MGMT WORKSTATION

65" LCD

SCREEN

LARGE VIDEO WALL X2-OP

Acquire new ports on
ISP/KPLC equipment to

corporate bandwidth

REMOTE VOIP  NODES

LEVEL 3
SECURITY APPLIANCE A

LEVEL 3
SECURITY

APPLIANCE B

KVM SWITCH KVM SWITCH

THIN CLIENTS

CORDED IP PHONES

GITARU PBX(4)
desk phone

CORDED IP PHONES

KAMBURU PBX(4)
desk phone

ACCESS SWITCH A

ACCESS SWITCH B

POE SWITCH 100M

 AGGREGATION
PE/P ROUTERS

KPLC  MUX
KPLC/KETRACO
NETWORK

ETHERNET PRIVATE
LAN (ABB FOX515/615)

TO STIMA
PLAZA AND
ALMOST ALL
OTHER
KENGEN
POWER
PLANTS

FOX 615
200Mbps

NOT IN SCOPE

CSC

1G-BASE-T

1G-LX SFP

1
G

-S
X

 S
F

P
1
G

-S
X

 S
F

P

ISP PE ROUTER

TO GITARU
ISP NETWORK

MPLS VPN

1G-LX SFP

1G-BASE-T

SECURITY
APPLIANCE

DCI LINK TO GITARU

TO HYDRO PLAZA
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r 
D

C
 O

D
F

TO SONDU

TO TURKWEL

KENGEN DATACENTER CORPORATE NETWORK
HOST SERVERS

NOT IN SCOPE

SCADA ODF

CORE SWITCH ACORE SWITCH B

N
D

C
 O

D
F

D
C

 O
D

F

Call Manager and  remote
network management
interface

1G-SX SFP
1G-SX SFP
1G-SX SFP

1G-SX SFP
1G-SX SFP

1G-SX SFP

SOLAR HYBRID INVERTER CHARGER A

PV IN

48V DC

240VAC IN

7KVA

BAT

200AH, 12V
NETWORK
CABINET

DC MCB DC MCB

Future

POWER SUPPLIES

240VAC OUT

FUSE

48V DC

7KVA

PARALLELING LINK

SOLAR HYBRID INVERTER CHARGER B

DP  DC
MCB

DP
MCB

WORKSTATION
CABINET

110VDC-

240VAC/
48VDC, 960W
PSU

NETWORK
CABINET

DP RCB

WORKSTATION
CABINET

DP RCB DP RCB DP RCB

SERVER
CABINET

OTHER

48V DC

48V DC

DP  DC
MCB

DP
MCB

DP
MCB

BUILDING
UPS AC
SUPPLY

BAT

200AH, 12V

BAT

200AH, 12V

BAT

200AH, 12V

BAT

200AH, 12V

FUSE

BAT

200AH, 12V

BAT

200AH, 12V

BAT

200AH, 12V

DESIGN LOAD NOMINAL: 3KVA/3KW ,3HRS AUTONOMY

MAX : 7KVA/6KW,1.5HRS AUTONOMY

DC MCB

INVERTER GATEWAY

MODBUS TCP & SNMP
Energy/power data
Status & allarms

SERVER
CABINET

L2 VPN
L3 VPN
L2 VPN
L3 VPN

AGGREGATION ROUTERS

INVERTER POWER SUPPLIES -
SERVER CABINET

CDC PRODUCTION HOST SERVER A CDC PRODUCTION HOST SERVER B

FUSE

FUSE

SERVER CABINET

MAIN NETWORK CABINET

WORKSTATION
NETWORK CABINET

OTHER

ETHERNET TWISTED PAIR(FE/GE/10G,CAT6A)

ANALOGUE 2 WIRE OR KVM

COAXIAL CABLE

KEY

PTP ETHERNET RADIO 200Mbps

FIBRE ETHERNET CONNECTION (FE/GE/10G, SMF/MMF)

OTHER

POWER

NOT IN SCOPE
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SCADA  SERVER B

OPERATOR WORKSTATIONS

U2AS-A U2AS-B U3AS-A U3AS-BU1AS-AU1AS-B OTHER AS OTHER AS

TANA POWER STATION

SCADA  L2 LAN B

SCADA  L1 LAN A

SCADA  L1 LAN B

SCADA

FIREWALL B

NOT IN SCOPE - EXISTING

ETHERNET TWISTED PAIR(FE/GE/10G,CAT6A)

ANALOGUE/SERIAL

COAXIAL

KEY

PTP ETHERNET RADIO 200Mbps

FIBRE ETHERNET CONNECTION (FE/GE/10G, SMF/MMF)

OTHER

NOT IN SCOPE

SCADA  SERVER A

SCADA
FIREWALL A

ISP NETWORK

L2 MPLS VPN

ISP PE ROUTER

New WAN link

SCADA  SERVER B

OPERATOR WORKSTATIONS

U2AS-AU2AS-BU3AS-AU3AS-B U1AS-AU1AS-BOTHER ASOTHER AS

SCADA  L2 LAN B

SCADA  L1 LAN A

SCADA  L1 LAN B

NOT IN SCOPE - EXISTING

SCADA  SERVER A

8" LCD
SCREEN

UNIT CONTROL PLC

RED LION
OPERATOR

 PANEL
IPC

Allen Bradley

UNIT CONTROL PANEL - EXISTING EQUIPMENT

WANJII  POWER STATION

MESCO  POWER STATION

HYBRID PBX

LAN

POTS
ANALOG

2WIRE

ANALOGUE
PHONES

16 FXS
PORTS

WAN

GSM

OMNI DIRECTIONAL
OUTDOOR GSM ANTENNA

CORDED IP

PHONES (1)

DECT BASE

STATIONS (2)

1G
MULTI CELL
DECT
MANAGER

TERMINAL
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SPD

OOB MGMT

1 desk phones

15m coaxial cable
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PE/P ROUTER

KPLC/ MUX
KPLC/KETRACO
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ETHERNET PRIVATE
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OPGW
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PLAZA AND
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POWER
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FOX 515
40Mbps NOT IN SCOPE

1G-BASE-T
1G-BASE-T

1G-BASE-T

1G-BASE-T

1G-BASE-T

1G-BASE-T
1G-BASE-T

1G-LX SFP

1G-EX SFP

RADIO ODF

1G-LX SFP
1G-LX SFP

TO MWEA SS
OPGW

KPLC ODF
MWEA  SS

WANJI,1Gbps,14Km- FUTURE

KAMBURU,1Gbps,108Km

MULTIPLEXER

/MEDIA CONVERTER

1G-SX SFP

PTP IP RADIO 450MBPS

Full duplex 200Mbps

ISM band (5.8Ghz)

HIGH GAIN
PARABOLIC
ANTENNA >1.2M

TANA  RADIO TOWER

Location: S 00.78460, E 037.26250, Max Tower height 25m
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3VLAN'S
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ANTENNA >1.2M

D
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T
A

O
o
B

 M
G

M
T
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EXISTING
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HOUSE ODF

1
G

-S
X
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P
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single mode fibre to Radio existing -not in scope
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X

 S
F

P
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T
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B
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T
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1
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X
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D
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T
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TANA, 1Gbps,
14Km - FUTURE
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P
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X
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G
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BLDG  ODF
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1
G
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X
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F

P

MULTI CELL
DECT

MANAGER

1 desk phone
1wall mount
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X

 S
F

P

1
G

1
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X
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1
G

1
G

1
G

1
G

1
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X
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POE SWITCH

GSM
OMNI
DIRECTIONAL
OUTDOOR GSM
ANTENNA10m coaxial cable

3G/4G

CORDED IP

PHONES (1)
wall mount

ACCESS SWITCH

CORDED IP

PHONES (1)
wall mount

2VLAN'S

1
G

1
G

GSM
OMNI
DIRECTIONAL
OUTDOOR GSM
ANTENNA

20m coaxial cable

3G/4G

CORDED IP

PHONES (2)
wall mount

POE SWITCH

ISP PE ROUTER
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E
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X
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T
IN

G

1
G

30-40M  two core bend

insensitive MMF OM3/OM4

1
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X
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F

P

New WAN link

POE SWITCH

CORDED IP

PHONES (2)

DECT BASE

STATIONS (2)

1
G

-L
X

 S
F

P

2 panel mounted

1
G

-L
X

 S
F

P

TURBINE FLOOR

POE SWITCH

1G

DECT BASE
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1G-LX SFP
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X
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SUBSTATION

POE SWITCH
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SCADA  LCC SERVER B

OPERATOR WORKSTATIONS

U2AS-A U2AS-BU1AS-A U1AS-B OTHER AS OTHER AS

SONDU POWER STATION

SCADA  L2 LAN B

SCADA  L1 LAN A

SCADA  L1 LAN B

NOT IN SCOPE - UNDER SANGORO & SONDU  DCS PROJECTS

ETHERNET TWISTED PAIR(FE/GE/10G,CAT6A)

ANALOGUE 2 WIRE

OTHER

KEY

PTP ETHERNET RADIO 200Mbps

FIBRE ETHERNET CONNECTION (FE/GE/10G, SMF/MMF)

VIRTUAL CONNECTION

NOT IN SCOPE

SCADA  LCC SERVER A

SANG'ORO  POWER STATION

SCADA  SERVER B

OPERATOR WORKSTATIONS

U2AS-AU2AS-B U1AS-AU1AS-BOTHER ASOTHER AS

SCADA  L2 LAN A

SCADA  L1 LAN A

SCADA  L1 LAN B

NOT IN SCOPE - UNDER SANGORO DCS PROJECT

SCADA  SERVER A

SCADA  RCC SERVER B

SCADA  L3 LAN B

SCADA  RCC SERVER A

L1 FIREWALL A L1 FIREWALL B

 AGGREGATION
PE/P ROUTER

KPLC MUX
KPLC/KETRACO
NETWORK

ETHERNET PRIVATE

LAN (ABB FOX515/615)

TO STIMA
PLAZA AND
ALMOST ALL
OTHER
KENGEN
POWER
PLANTS

FOX 515

80Mbps

NOT IN SCOPE

1G-SX SFP CSC

ISP PE ROUTER

TO
STIMA
PLAZA

ISP NETWORK

MPLS VPN

100Mbps

1G-EX SFPKPLC /KETRACO
ODF SANGORO SS

SANG'ORO,1Gbps,12Km

SCADA
SECURITY
APPLIANCE
A

HYBRID PBX

LAN

POTS
ANALOG

2WIRE

ANALOGUE
PHONES

16 FXS
PORTS

W
A

N

GSM

OMNI DIRECTIONAL
OUTDOOR GSM ANTENNA

CORDED IP

PHONES (2)

DECT BASE

STATIONS (2)

1G
MULTI CELL
DECT
MANAGER

TERMINAL
BLOCK

SPD

2 desk phones

15m coaxial cable

1G-BASE-T
1G-BASE-T
1G-BASE-T

SCADA
SECURITY
APPLIANCE
B

POE SWITCH

L1 FIREWALL A

CORDED IP

PHONES (2)

DECT BASE

STATIONS (3)

1G

MULTI CELL
DECT

MANAGER

2 desk phones

POE SWITCH

ACCESS SWITCH

1G

1G-EX SFP
KPLC /KETRACO

ODF SANGORO SS

GOGO  POWER STATION (FUTURE)

OTHER AS OTHER AS

L1 FIREWALL B

SCADA  L2 LAN B

EXISTING
CORPORATE
ROUTER

EXISTING
CORPORATE LAN NOT IN SCOPE

CORPORATE NETWORK

1G-BASE-T

POE SWITCH

CORDED IP

PHONES (2)

DECT BASE

STATIONS (3)

1G-LX SFP

2 panel mounted

si
n
g
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 m
o
d
e 

fi
b

re

TURBINE FLOOR

NOT IN SCOPE

1G-LX SFP

NOT IN SCOPE

POE SWITCH

CORDED IP

PHONES (2)

DECT BASE
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2 panel mounted

TURBINE FLOOR

1G-LX SFP
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n
g
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o
d
e 
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b
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1G-BASE-T
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